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Lunch & Learn Open Science, 24 April 2026

Knowledge without boarders – but with
locks?

Knowledge Security and Open Science
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• SWU mandate on «Knowledge Security and Open Science»

• Operationalise «as open as possible, as closed as necessary»

• Report and toolbox for institutional management

• Collaboration between UniBE, Center for Security Studies (CSS) of

ETHZ, University of Applied Sciences and Arts Western 

Switzerland (HES-SO)

• End of project: July 2026

Background
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• Geopolitics

• Return of great-power rivalry

• Wars and rising geopolitical instability

• Technology becoming a strategic asset

• Interdependence as leverage

• Cyber and intelligence competition

Context: Geopolitics and universities
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• Characteristics of universities/research institutions

• Sit at the intersection of knowledge production, technology development, talent 

mobility, and political influence (= strategic assets)

• Openness of research sector (Open Science, exchange of information, collaboration

with diverse partners, physical access to buildings, international research groups, 

etc)

• Switzerland: high scientific standards

• → institutions strengthen governance and security frameworks

Context: Geopolitics and universities



Universität Bern, Research Management OfficeVice-rectorate for Research and Innovation, Research Management Office, Bern24. April 20267

• Strategic approach in science, technology, and innovation that 

democratic states use to address risks emerging from a globalised

and highly interconnected research environment

• Aims: 

• Safeguard national/institutional interests (esp. national security) 

and competitiveness

• Protect scientific integrity and values

• Ensure responsible international cooperation

• → make science possible, but safe

What is Knowledge Security?
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• Preventing the unwanted transfer of sensitive knowledge, data, or technology

• Espionage or hacking/theft 

• Limiting foreign interference or influence in research

• Swiss researchers put under pressure abroad

• Foreign researchers in Switzerland put under pressure by home country (to influence research, to 

exert pressure on compatriots)

• Otherwise influencing the research agenda or outputs in Switzerland

• Reducing strategic dependencies that may pose security or economic risks

• Too close collaborations with competitors

• Considering ethical dimensions to ensure research is not used for harmful or authoritarian purposes

• Decontextualising knowledge, for instance for military purposes

Core elements
What is Knowledge Security?



Universität Bern, Research Management OfficeVice-rectorate for Research and Innovation, Research Management Office, Bern24. April 20269

Open Science

• Swiss National Open Access Strategy

• Swiss National Open Research Data 
Strategy
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Our categorisation

What are risks to Knowledge Security in Open Science?

Unwanted

knowledge transfer

Regulatory non-compliance in 

knowledge disclosure (= knowledge

sharing is regulatory infringement)

E.g. publication violates export controls, data

protection or IP laws

Misappropriation or

unauthorised exfiltration of

knowledge (= knowledge gets stolen)

E.g. closed data employed in an OS 

project are stolen via a cyberattack

Foreign

interference

Undue influence, manipulation or

corruption of knowledge (= 

knowledge gets altered or influenced)

E.g. published data is altered to fit a political

narrative; open data erased because of

political censorship)

Strategic 

dependencies

Misuse Misuse of scientific knowledge (= 

kowledge gets misused)

E.g. data is decontextualised and misused for

human rights violations
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Categories

a) General legal, regulatory, and contractual constraints 

b) Data sensitivity and misuse

c) Foreign dependencies and influence

d) Data management

e) Infrastructure

f) Access controls

Knowledge Security Management Plan

How to detect risks to Knowledge Security in Open Science?
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A comprehensive questionnaire
Knowledge Security Management Plan
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• Purpose

• Detect possible Knowledge Security risks in Open Science

• Basis for decision-making on risk-taking

• Identify mitigation measures to counter risks

• Audience: researchers, in collaboration with Knowledge Security-

and Open Science officers (possibility to segment the questionnaire

and assign roles to fill it in)

A comprehensive questionnaire
Knowledge Security Management Plan
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Risk mitigation measures
Knowledge Security in Open Science
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Main take-aways:

• As open as possible, as closed as necessary.

Two sides of the same coin
Knowledge Security in Open Science
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Main take-aways:

• As open as possible, as closed as necessary.

Two sides of the same coin
Knowledge Security in Open Science
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Main take-aways:

• As open as possible, as closed as necessary.

• Openness and security are complementary and mutually

reinforcing.

• → if Open Science is done well, there are little risks to

knowledge security

• → Open Science as a chance

Two sides of the same coin
Knowledge Security in Open Science
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• Options (among others): 

• Integrate into Data Management Plans (DMP), integrate DMP into Knowledge Security Management Plan, or additional to DMPs

• Integrate into research project risk assessment

• Integrate into research project ethics assessment

• Responsibilities

• Risk assessment

• Risk mitigation

• Decision making

• Roles

• Researchers 

• Research management/administration

• Commissions

• University board

Integration into existing processes
Institutional risk management context
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• Questions

• What do we want to protect? (national security («sensitive 

technologies») + x (e.g. «crown jewels»))

• Where/who is what we want to protect? (break it down to 

institutes/research groups)

• Where does the danger come from? («risky countries»; to narrow 

down the workload)

Integration into wider institutional risk analysis
Institutional risk management context
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Questions?
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+41 31 684 84 91

hannah.brodersen@unibe.ch

Wissenschaftliche Mitarbeiterin Compliance und Forschungsförderung

Kei Hannah Brodersen
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Contact
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