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A few words about 

FORS



4

Swiss Centre of Expertise in the 

Social Sciences
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FORS Data Archive
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Data Access

• Direct access to 

datasets and project 

descriptions  

Data Archiving

• New requirements

• Long-term preservation

• Enhance the value of 

research projects

Data Management 

Support

• Consultancy

• Trainings

• Guides
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Anonymization 
techniques

Documentation 
practices

Implementation

of data 

management plans 

(DMP)

Security 
and 

storage

Respecting 
ethical and 

legal 
requirements

File 
management

Archiving 
and

sharing

Informed 
consent

Data management support
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Processing personal 

and sensitive data
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Scientific research often involves the processing of personal

and/or sensitive data

Processing personal and sensitive data

Processing Personal data Sensitive data

Any operation with data, 

irrespective of the means 

applied and the procedure, 

and in particular the 

collection, storage, use, 

revision, disclosure, 

archiving or destruction of 

data. (Art. 3 lit. a FADP)

All information relating to 

an identified person.

(Art. 3 lit. a FADP)

Personal data on:

1. Religious, ideological, 

political or trade-union; 

related views or activities

2.  Health, the intimate 

sphere or the racial origin;

3. Social security 

measures;

4. Administrative or 

criminal proceedings and 

sanctions.

(Art3. lit. c FADP)
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Very broad notion: everything that can be related to a specific

person is personal data !

The most common: name, date of birth, home address, phone

number, email, IP address, picture, etc.

But also: opinions, original ideas, quotes, etc.

Personal data can be “objective” or “subjective”

Personal data

“All information relating to an identified or identifiable person” (Art. 3 

lit. a LPD)
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Examples of personal data

Contact details

•First name:  Paul
•Last name: Dupont
•Phone number: 
123456
•email: 
paul@dupont.ch

Quotes

• « Act as quickly as 
possible but as slowly 
as necessary »

Picture
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(DON’T) WORRY YOU ARE 

UNIQUE!
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The list provided by the law is exhaustive (e.g. in

Switzerland salary is not considered sensitive data)

That said, depending on the context, almost all data can

be considered sensitive (name, photo, job, etc.)

Sensitive data

Personal data on religious, ideological, political or trade-

union related views or activities; health, the intimate 

sphere or the racial origin; social security measures; 

administrative or criminal proceedings and sanctions 

(Art3. lit. c FADP)
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Examples of sensitive data

Contact details

•First name:  
Sebastián
•Last name: 
Calfuqueo
•Gender: trans
•Job: trade unionist

Quote

•« Today, our 
developed nations 
live in opulence, 
excess and waste, 
with the 
consequences that 
our environment is 
degrading and the 
climate is wreaked »
•

Picture
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Sensitive data ?
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• Sometimes people make their personal data

available to everyone. For example via social

networks, blogs, websites, the press, etc.

• Even if this data could be qualified as “public”, it

is still personal data and must be treated with

care.

• It is important to check the privacy policies of

the places where data is collected. Some types

of processing may be prohibited.

Is public data personal data ?
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In order to ensure a sufficient level of protection while

maintaining the usefulness and “shareability” of the data,

it is possible to combine several measures, the three

main ones being:

• Informed consent

• Anonymisation

• Access control

Managing sensitive data

Due to their special nature, sensitive data need to be 

managed with extra care.
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Informed consent
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When it comes to collecting and processing sensitive

data, consent is often the only legal basis available.

• Cantonal research institutions rarely have an

explicit legal basis for the collection of sensitive

data.

• ETH are among the only research institutions in

Switzerland with a clear legal basis.

Law and consent
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• Even if there are cases where obtaining consent is

not inevitable (processing of non-sensitive personal

data) informating people (participants) is always

mandatory when personal data is collected (directly

or indirectly)!

• It is therefore not necessarily easier or lighter to

work without consent.

Law and consent
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Regarding the form of consent:

• Consent may be: oral or written

• This said, it’s always useful to have proof

• For HRA research, consent must be written

• Where sensitive data is involved, consent must be

explicit

• Simply answering a questionnaire, for example,

cannot be considered as consent.

How to ensure that the consent is valid?
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• The identity of the researchers in charge of the

project

• Understandable statements describing the purpose

of the research (long-term)

• Contracts with/disclosure to third parties (list)

• The right to access and rectify data

• The guarantee of being free to decide not to

participate in the project,

What information should be provided?
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• An honest and complete description of the

protection/security measures

• The existence of any conflict of interest

• Preservation and reuse of data

• The possibility of being informed of the results

What information should be provided II ?
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Anonymisation
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• The notion of anonymisation refers to a process by 

which the elements allowing the identification of a 

person are definitively deleted from a dataset, a 

document, an interview transcript, etc. 

• Anonymisation represents a principal solution for 

complying with data protection requirements.

• Legally, this means that an individual cannot be 

identified without significant effort. 

Anonymisation – a definition
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• Individuals are more unique than we think!
Studies have shown that by crossing three simple

variables, namely date of birth, postal code and gender,

63% of the US population can be identified (Golle,

2006).

• The collection of big data (via apps etc.) makes

identification very easy due to the massive nature of

unique data collected.

• The ability to cross-reference research data with other

datasets, information from social networks, blogs,

websites, etc. greatly facilitates (re)identification.

Anonymisation – a difficult promise to keep
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• Direct identifiers alone are sufficient to identify people

(e.g., name, AVS number)

• Strong indirect identifiers allow fairly easy

identification (e.g., home address, telephone number)

• Weak indirect identifiers allow identification through

combinations of variables

Direct and indirect identifiers
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1. The nature and type of personal data to anonymise

2. The future users of the data and conditions of use

3. Balancing utility and data protection

4. Risk management

5. What was promised to respondents

Factors to be considered in your strategy
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Your strategy should be developed early in the project

and include at least:

• an evaluation of disclosure risk, and

• a description of the anonymisation measures and their

rationale.

The strategy will serve as documentation for secondary

users. Its implementation should be described after

anonymisation has been completed.

Developing your anonymisation strategy
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Access control
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Basically, once archived, the data can be:

• Accessible to anyone

• Conditionally available

• Confidentially protected (embargo)

Data access

Not all data can be shared extensively. It is therefore important to

define an accessibility policy that is consistent with the risks

identified and the measures adopted.
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Data sharing
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Ressources
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FORS guides

https://forscenter.ch/publications/fors-guides/

• Ethics in the era of open research data; 

• Informed consent; 

• How to draft a DMP

• Pre-registration and registered reports

• Data anonymisation, legal, ethical and strategic

considerations

Webinars on data management

Ressources on data sharing data and SWISSUbase: 

https://forscenter.ch/data-management-webinar-series/

https://forscenter.ch/data-services/help-resources/



37

Questions? 

Contact: alexandra.stam@fors.unil.ch

pabloandres.diaz@unil.ch

mailto:alexandra.stam@fors.unil.ch

