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CC law
Today’s goals

Copyright Data Protection
d When is an image protected by copyright? 1 When do | need to consider data protection?
O How am | allowed to use an image? 1 How to ask for consent?
O How to ask for permission? 1 When are data fully anonymized?
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CC law

Image generated by ChatGPT
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COPYRIGHT
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When is an image protected by copyright?
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WHEN IS AN IMAGE PROTECTED BY COPYRIGHT? CC IaW

Copyrighted work

Any literary and artistic creation

v’ Intellectual creation

v Form of expression

v Individual character
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WHEN IS AN IMAGE PROTECTED BY COPYRIGHT? CC |aW

Copyrighted work

Exception (Swiss law): photographs

v’ Intellectual creation

Bundesarchiv, Bild 183-14059-0005
CC-BY-SA 3.0

v Form of expression

v’ Depiction of three-dimensional object

28.08.2025 Competence Center in Digital Law 7



WHEN IS AN IMAGE PROTECTED BY COPYRIGHT? CC |aW

Lifetime from creation

Non-original photos: 50 years

Date to take into account:

Date of creation:

31.12.2010
27.10.1975
- Public Domain
Protection lasts until:
Death’s date: 31.12.2080 01.01.2081
05.03.2010 01.01.2025
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Who is the author and who is the rights
holder?
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WHO IS THE AUTHOR AND WHO IS THE RIGHTS HOLDER?

THE :
[ Copyright holder ]
AUTHOR i
[ AUTHOR
Moral rights Economic rights
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WHO IS THE AUTHOR AND WHO IS THE RIGHTS HOLDER?

THE
RIGHT HOLDER

21.03.2025

[ Copyright holder ]

v

|

AUTHOR
(e.g. writer)

I

SECOND PARTY
(e.g. publisher)

]

L\ J1

Moral rights

Economic rights
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WHO IS THE AUTHOR AND WHO IS THE RIGHTS HOLDER?

SWISS COLLECTING
SOCIETIES

28.08.2025

CC law

Prolitteris

Prolitteris deals with literature and the plastic arts.

sociece
suissedes
auteuns

The Société Suisse des Auteurs or SSA (“Swiss Society of Authors”),
for theatrical, theatrical-musical, choreographed and some audiovisual
and multimedia works.

SUISA

SUISA for non-theatrical musical works.

suissimage

Suissimage for audiovisual works.

=
s )

Swissperform for related rights.

https://www.ccdigitallaw.ch/5101-swiss-collecting-societies/
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How am | allowed to use an image?
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How AM | ALLOWED TO USE AN IMAGE? [I

Copyright

The rule is:
Always ask the rights holder for permission to use a protected work

There are exceptions:
* Private use
* Educational purposes
* Professional purposes
* Right of quotation
* Text & data mining for research purposes
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How AM | ALLOWED TO USE AN IMAGE?

Exceptions permitted

28.08.2025

by law

Bilateral license
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License
Agreement

Vectoral.com

Predefined license
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https://www.freepik.com/free-vector/quality-assurance-business-deal-guarantee-certificate_12085320.htm#query=agreement&position=23&from_view=keyword
https://www.freepik.com/

How AM | ALLOWED TO USE AN IMAGE?

A. I’'m the photographer

> | take an original photo

» | take a photo of an artwork

28.08.2025 Competence Center in Digital Law
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B.I’'m a user

» Image found online

» Image from an archive
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How AM | ALLOWED TO USE AN IMAGE? CC law

A. I’'m the photographer
» | take an original photo

» | take a non-original photo
» | take a photo of an artwork
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How AM | ALLOWED TO USE AN IMAGE? C[_‘_

A. I’'m the photographer

= | take an original photo

» My photo is protected. | am the author, am | also the rights
holder? If yes, | can choose what to do with the image.

= | take a non-original photo

» My photo is protected. | am the author, am | also the rights
holder? If yes, | can choose what to do with the image.

= | take a photo of an artwork

» Not only my photo, but also the photographed artwork might be
protected. - Check Freedom of panorama or request permission.

28.08.2025 Competence Center in Digital Law
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How AM | ALLOWED TO USE AN IMAGE?

B. I’'m a user

» Image found online
» Image from an archive

r: - =5y 7% " -7" i ,_' ~z ,_:_‘., —
https://pixabay.com/images/id-6615901/
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How AM | ALLOWED TO USE AN IMAGE? CC law

B. I’'m a user

= |mage found online

» Is the image (still) protected by copyright? If yes, does it have a license that allows reuse?
If yes, you can use it (check the license terms); if not, check the Quotation requirements
or request permission, especially if you plan to use it worldwide (open access).

= |mage from an archive or a book

» Is the image (still) protected by copyright? If yes, does it have a license that allows reuse?
If yes, you can use it (check the license terms); if not, check the Quotation requirements
or request permission, especially if you plan to use it worldwide (open access).

» You might also need to accept the archive’s terms to use the image.
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How AM | ALLOWED TO USE AN IMAGE? [I IaW

|

Exceptions permitted
by law
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How AM | ALLOWED TO USE AN IMAGE? CC

Art. 19 Swiss Copyright Act
Private use

 Any use is allowed (read, watch, view, see, copy, modify, ect.) without sharing

* When sharing: only with very small circle of persons

28.08.2025 Competence Center in Digital Law
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How AM | ALLOWED TO USE AN IMAGE?

Art. 25 Swiss Copyright Act
Right of quotation

Published works may be quoted if the quotation serves as:
e explanation,
* reference or
* [lllustration.
v" The extent of the quotation is justified for such purpose
(Swiss jurisprudence: ok quotation of entire image, if necessary)

v" Must give proper attribution to the author(s)
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How AM | ALLOWED TO USE AN IMAGE? CC law

Art. 27 Swiss Copyright Act
Freedom of panorama

v" Work permanently situated in a place visible to the public

* no 3D reproduction

* |n some countries, cultural heritage protection may impose limits (including on

public domain works)!
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How AM | ALLOWED TO USE AN IMAGE? C[_‘_

Art. 22b Swiss Copyright Act
Use of orphan works

* Right holder unknown or cannot be found
* Appropriate research effort
* Contained in collections held by public or publicly accessible libraries, educational

institutions, museums, collections and archives in Switzerland

— Collecting society (= Prolitteris)

28.08.2025 Competence Center in Digital Law
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How AM | ALLOWED TO USE AN IMAGE? CC IaW

Art. 43a Swiss Copyright Act
Extended Collective Licenses

v Use of a large number of published works

- Collecting society

Prolitteris: https://prolitteris.ch/wp_update2020/wpcontent/uploads/meldeformular_erweiterte_kollektivlizenz_2020.pdf)
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How to ask for permission?
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How AM | ALLOWED TO USE AN IMAGE?
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Bilateral license
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HoOw TO ASK FOR PERMISSION? C[_‘_

Ask for permission through a bilateral license to use

=  You directly ask the rights holder for permission to use an image
» Via email or any written form
* The rights holder may provide a permission request form to be completed.
» You are granted a non-exclusive license to use

» Royalies-free or under payement

" You may ask the Collecting Society (Prolitteris) for help
https://prolitteris.ch/nutzer-tarife/

28.08.2025 Competence Center in Digital Law
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https://prolitteris.ch/nutzer-tarife/

HOW TO ASK FOR PERMISSION? CC law

Ask for permission through a bilateral license to use

The following information should be clearly specified (when known):

* Details about the image needed (title, first issue, author, source,...)

e Will the publication be printed or online? How many times (ca.) will the image be reproduced?
 What is the purpose of use? (e.g. academic publication?)

 Where will the image be reproduced? (in Switzerland only or worldwide (= open access)?)

* For how long will the image be published? (only for this edition? For future editions as well?)

* Will you make modifications or adaptations to the image?
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HOW TO ASK FOR PERMISSION? CCd igita law m

License
Agreement

Vectoral.com

Predefined license
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HoOw TO ASK FOR PERMISSION?

The image already has a license to use

= E.g. Creative Commons licenses
= The license is valid for any person who is willing to use the work

=  Check the license terms!

28.08.2025 Competence Center in Digital Law

CC

law

32



HOW TO ASK FOR PERMISSION? CC law

Remarks

= |f you publish your work, including the quoted image, only in Switzerland and the quotation
conditions are fulfilled, you do not need any further permission from the rights holder.

= |f you publish your work, including the quoted image, as open access, you need the rights
holder’s permission.

= |f you apply a Creative Commons license to your work, that license does not cover the

guoted image!
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Data Protection
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When do | need to consider data protection?
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WHEN DO | NEED TO CONSIDER DATA PROTECTION? C[_‘_ Iaw

An image of a politician?
An image of Einstein?

https://pixabay.com/images/id-7112557/

28.08.2025 https://pixabay.com/images/id-7356705/ Competence Center in Digital Law 36



WHEN DO | NEED TO CONSIDER DATA PROTECTION? C[_‘_ Iaw

https://pixabay.com/images/id-6129239/

https://pixabay.com/images/id-5571759/
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WHEN DO | NEED TO CONSIDER DATA PROTECTION? CC

28.08.2025

Personal data

A person is identified or identifiable

Sensitive data:

religious, ideological, political or trade union-related views or activities,
health, the intimate sphere or the racial origin,
social security measures,

administrative or criminal proceedings and sanctions

Competence Center in Digital Law
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WHEN DO | NEED TO CONSIDER DATA PROTECTION? CC Iaw

Sensitive personal data

Rod Library-University of Northern lowa, USA, . ) . .
https://www.flickr.com/photos/unirodlibrary/8725608231/, CC BY 2.0 Chris Yarzab, https.//w.fllckr.om/photos/chrlsyarzab/16846899639 CCBY 2.0

mEpE R -

o e

Mpunnasseri, CC BY-SA 3.0

&/

Alwynloh, CC BY-SA 4.0 International

H. Grobe, CC BY-SA 3.0
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https://commons.wikimedia.org/wiki/User:Hgrobe

WHEN DO | NEED TO CONSIDER DATA PROTECTION? CC

28.08.2025

* Name

e Address

* Place of residence
* Age

* |nteresses

* Religion

e Sexuality
 Gender

e Appearance: height, skin colour, ect.
* AVS-Number

Bildquelle: https://thispersondoesnotexist.com/

Competence Center in Digital Law
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WHEN DO | NEED TO CONSIDER DATA PROTECTION? C[_‘_ Iaw

Processing personal data

= any operation with personal data, irrespective of the means applied
and the procedure, and in particular the collection, storage, use, revision, disclosure,
archiving or destruction of data.

- Informed consent
- Permitted by law

— Private or public interest prevails (e.g. politician)

28.08.2025 Competence Center in Digital Law
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How to ask for consent?
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HOW TO ASK FOR CONSENT? CC law

How to inform about data processing

> No formal requirement, but "in an appropriate manner" (on a website? correspondence?)

You must be able to provide proof!

» At least the following information:

* The identity of the data controller and the data processor;

The purpose of the data processing;

What data are necessary;

The categories of data recipients (Art. 9 FDPA, e.g. cloud), and any data transfer;

When will the processed data be deleted (exact term is necessary).
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HOW TO ASK FOR CONSENT? CC

When is explicit consent required by law?

According to the Swiss Federal Data Protection Act:

 When sharing sensitive data

— With images capturing identifiable people it’s usually always the case.

28.08.2025 Competence Center in Digital Law
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When are data fully anonymized?
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WHEN ARE DATA FULLY ANONYMIZED? CC |aW

Anonymization

28.08.2025

2. «Blick» verstiess im Weiteren auch gegen Ziffer 7 der «Erklarung». Der
Beschwerdeflhrer hatte, obwohl er verurteilt wurde, Anspruch auf Schutz seiner
Persdnlichkeit. Wie er jedoch zu Recht betont, bleiben auf dem veréffentlichten Portrait
seine Haare und sein L&cheln trotz partieller Gesichtsabdeckung gut erkennbar,

insbesondere in Kombination mit den oben genannten Angaben. Er konnte daher tUber

sein familiares, soziales oder berufliches Umfeld hinaus identifiziert werden. Der
Presserat hat bereits friher auf die Risiken einer Identifizierung bei Verdffentlichung von
Portrats, welche eher pro forma verpixelt oder mit einem schwarzen Balken versehen

Stellungnahme des Schweizer Presserats 65/2019 vom 29 November 2019

Competence Center in Digital Law
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WHEN ARE DATA FULLY ANONYMIZED? CC |aW

Anonymization

28.08.2025

2. «Blick» verstiess im Weiteren auch gegen Ziffer 7 der «Erklarung». Der
Beschwerdeflhrer hatte, obwohl er verurteilt wurde, Anspruch auf Schutz seiner
Persdnlichkeit. Wie er jedoch zu Recht betont, bleiben auf dem veréffentlichten Portrait
seine Haare und sein L&cheln trotz partieller Gesichtsabdeckung gut erkennbar,

insbesondere in Kombination mit den oben genannten Angaben. Er konnte daher tUber

sein familiares, soziales oder berufliches Umfeld hinaus identifiziert werden. Der
Presserat hat bereits friher auf die Risiken einer Identifizierung bei Verdffentlichung von
Portrats, welche eher pro forma verpixelt oder mit einem schwarzen Balken versehen

Stellungnahme des Schweizer Presserats 65/2019 vom 29 November 2019

Competence Center in Digital Law

a7



Case Study
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How AM | ALLOWED TO USE AN IMAGE?

Case study

e Copyright issues?

* Data protection issues?

* Creative Commons
license on personal data?

28.08.2025

Aaron Filler, MD, PhD, CC BY-SA 3.0

Competence Center in Digital Law
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How AM | ALLOWED TO USE AN IMAGE? CC IaW

Case study

Aaron Filler, MD, PhD, CC BY-SA 3.0
https://en.wikipedia.org/wiki/File:Skull_X-ray_-_lateral_view.jpg

This is an anonymous clinical image provided by Aaron G. Filler, MD, PhD. The patient has signed a release for use of the anonymized image for educational, research,
and teaching purposes. The image was converted from DICOM acquisition format into jpeg format, anonymized, and posted by Dr. Filler. It is intended for GDFL licensure
for reuse for academic, scientific, educational uses without further permissions. Attribution to Aaron Filler, MD, PhD is requested.

Licensing: [edit]

I, the copyright holder of this work, hereby publish it under the following licenses:

—
SOME RIGHTS RESERVED

®OQ

This work is licensed under the Creative Commons Attribution-ShareAlike 3.0 License.
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Thank you very much for your attention!
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CC law

More information @ www.ccdigitallaw.ch

Follow us on our social networks n

digitalla gl

FAQs Knowledge base ~

Q

Welcome to the Competence Center in Digital Law. We support Swiss Higher Education Institutions (students, academic and administrative staff) in dealing with legal questions
related to the digitalization process and the use of new media and technologies.

DMLawTool

DMLawTool guides researchers through the most relevant legal aspects of research data management and proposes possible solution approaches to copyright and data protection
issues. It has been developed by the rsita della Svizzera italiana (U ersity of Neuch sramme "Scientific

& LSI) in collaboration with the ) y NeL (UNINE) within the P-5 pr nformation"” of
swissuniversities. More detailed information about the tool can be found t . To access the tool, use the button below.
DMLawTool
Showcases

@creative
commo

@00

This whole pdf file is licensed under a Creative Commons Attribution-Share Alike 4.0 International License
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